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Frontier Worth Owning

1. The space and the market
2. The technology stack
3. Threat modelling

Where to go next..
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The space and the market

CC
Local inference, turned into action

TEXAS INSTRUMENTS
Increasing Intelligence at the Edge With Embedded Processors
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Three terms: edge Al, physical Al,
agentic Al at the edge

Physical Al
Chip
| 1l l
%
Edge Al

Cloud

Source(s): ABRM, Texas Instruments, McKinsey

Fresented by Supported by

N TORIA

Government




CYBERC®N

AUSTRALIAN CYBER CONFERENCE

Why the edge

On-device Al Low latency & Bandwidth & cost
inference offline capability efficiency

Improved privacy & Scalable & robust
security deployments

Source(s): ABM, IDC



Already running: vehicles, robots,
cities
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Market size: About USD 25bn today,
over USD 150bn by the mid-2030s
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Beyond the silicon, a multi-trillion-
dollar prize

2050 Global TAM = Training season: China, humanoid

robots, unit sales forecast, ‘000

USD 5,000,000,000,000

2030 China humanoid sales=

450,000 units ﬂ
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Source(s): Morgan Stanley Research, The Economist
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From perception to anticipation

World models VLA models

B

Reasoning systems

Source(s): McKinsey, IDC
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Embedded intelligence

Neuromorphic Architecture

Spike input Spike output

Neurons and synapses for both processing and memory

Source(s): McKinsey, IDC
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materials, politics, data

What could slow it: supply of raw
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Source(s): The Economist, Morgan Stanley Research




The technology stack

cC
Unlocking the next wave of

innovation and value at the edge

IDC
EDGE Al: Paving the Way for Intelligent, Resilient Deployments with a

Systems Mindset
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Small models that reason on the
device

00000

C O S m O S Perception and Prediction

4 billion
e [

parameter e
world |

model

built to run on an
edge module

° Perceive the scene and predict where every agent goes next.

| 1 Vision Al 2 Robot I (é/l Perception ’ 4 Available

Source(s): NVIDIA (Jetson, Cosmos 3 Edge), Mistral, IDC
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The silicon that makes agentic Al fit
on the edge: SoC, NPU

MEMS .
Sensors & actuators Digital blocks
gommesmae CPU

S RAM

Test wrapper

RF antenna or Optical Analog and RF

communication

Source(s): Synopsys
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Model optimisation &
future outlook

By 2030,
\\ 50%

of enterprise Al
Quantization Pruning inference workloads
will be processed
locally on endpoints
or edge nodes,

reducing cloud
traffic and latency

i Tin Y i Yo T while supporting
greater control over
Structured sparsity Knowledge distillation sensitive data.

Source(s): IDC, McKinsey
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The emergence of Connected
Autonomous Vehicles (CAVSs)
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. Internet -connected

é Traffic Light

Refgrenceg Cloud Server; Road-Side Unit
architectur: L

: D
e of Edge- I?j/
Al assisted

CAVs ~ Smart Parking Garage

Devices &
Peripherals

P joms

Edge Node O°

Source(s): Hesearch paper, Threat Iandscape of edge-Al-assisted
connected autonomous vehicles (CAV)

CYBERC®NE Ah W™

ORIA
AUSTRALIAN CYBER CONFERENCE AlSA o

Government




Evolution of the in-car technology
stack

Software

CEUPARNCEERS Models (eg, SLMs, transformers) Model lifecycle management

frameworks
Al & Agentic frameworks and runtimes

Non-RBRTOS RTOS

Hardware

Dynamic RAM and high bandwidth memory

Operating systems &
middleware

Flash memory

Source(s): McKinsey, Synopsis, IDC, research papers
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Advanced Driver Assistance
Systems (ADAS)

' . Modular Software Architecture ' . Hybrid Software Architecture for
g . for Autonomous Driving / ADAS ' ADAS
Zh LiDAR GNSS LiDAR GNSS

v
5 Perception 5 5

Localisation

Planning Prediction

Navigation Pipeline
High Definition Maps

Trajectory
Generation
. End-to-End Neural
Control Network
*?;é Brake Steering Brake

<@ Accelorator Accelorator

Source(s): IDTechEx Research
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Threat modelling

CC
Model the loop, not the components

Exein
Threat modelling physical Al
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Threat landscape of edge-Al-assisted
connected autonomous vehicles (CAV)
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Source(s): Adapted from research paper Threat landscape of edge-AI-
assisted connected autonomous vehicles (CAV)
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Threat modelling frameworks
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Source(s): Adam Shostack
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Threat landscape of edge-Al-assisted
connected autonomous vehicles (CAV)
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Source(s): Adapted from research paper Threat landscape of edge-AI-
assisted connected autonomous vehicles (CAV)
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Threat modelling of edge-Al-assisted
connected autonomous vehicles (CAV)

1. Threats to input data level in Edge-Al-assisted CAVs (Compromise).
2. Threats to model training level in Edge-Al-assisted CAVSs,

3. Threats to model aggregation level in Edge-Al-assisted CAVs.

4. Threats to inference level in Edge-Al-assisted CAVs.

Attack Description Impact Type of Entry Point STRIDE Attack Vector
Compromise

Data Injecting Misleading  Data integrity Tampering  Physical Physical

Poisoning manipulated behaviour. In sensors (e.g. access to access to

Backdoor or mislabeled local and LiDAR, sSensors sSensors

dataintoa  aggregated cameras),
CAV’slocal models Peripheral
dataset to devices
bias the

model’s

training

Source(s): Research article, Threat landscape of edge-Al-assisted
connected autonomous vehicles (CAV)
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The urgent need for adaptive,
resilient countermeasures
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Source(s): Adam Shostack, Research article, Threat landscape of edge-
Al-assisted connected autonomous vehicles (CAV)
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The value of the loop

DIGITAL . PHYSICAL CONTROL
TELEMETRY | Each phase, continues to run in a loop

v i 5 s
o N e R e N g N
| The world Perception Reasoning || Action
|a sign, a screen, | ,|sensors turn the the on-device tools and
|a sound in front |: world into model decides | ! actuators; write,
. ¢ .. |Ofthe sensors model input what to do connect, move g
The infinite | ) L ) |} ] |

loop every | —
propagation Injection hitack surface consequence
physical Al surface surface J surface

device |

runs. Each | |
stageisa Memory and state 3l Connectivity
distinct ’ captured data, logs, vector stores, Cloud, fleet, other
atta Ck model weights Ml agents |
; 5 persistence surface Bl propagation surface §
Surtace. 5 5

Source(s) Adam Shostack, exein
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Al stack: principles for defence

Scan Monitor

Compromise the Al stack before the boundary
atthemodel|  j; ghips across the fleet
layer, - ~ - ~
containment Before Shipping The device
at the layers + SBOM of the Al Al agent + model Runtime
below it. stack steerable by anything it perceives * in the field
One device’s * CVEs in model assumed compromised « Every blocked
blocked runtimes Exec. connect . open action becomes an
attempt is the ° poisoned or orrol ot . incident
’ tampered model ernel entorcemen .
leet e.arly arte?acts —” default-deny allowlist, keyed to the — > correlated across
ouEnniinigk L J agent’s own identity a prompt the whole fleet
cannot reach here L )

hardware / OS

Source(s): exein
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Where to go next..

ABM, Edge Al glossary

Texas Instruments, Increasing Intelligence at the Edge
Precedence, Edge Al Market Size, Share and Trends 2026 to 2035
McKinsey, The rise of edge Al in automotive

Research Article, Threat landscape of Edge-Al-assisted connected
autonomous vehicles (CAV)

IDC, Edge Al: Paving the Way for Intelligent, Resilient Deployments with a
Systems Mindset

Adam Shostack, Threat Modeling: Designing for Security in an Al World
Exein, Threat modeling physical Al

Research article, Threat landscape of Edge-Al-assisted connected
autonomous vehicles

0 Awesome-LLM4AD |azaro-infra Mistral NemoClaw
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https://www.arm.com/glossary/edge-ai
https://www.ti.com/lit/wp/spry349a/spry349a.pdf?ts=1788256051533&ref_url=https%253A%252F%252Fwww.ti.com%252Ftechnologies%252Fedge-ai.html%253FHQS%253Dmulti-tech-inno-edgeaimcu_edgeai_bomborapp-dspbspros-pp-gdv360_728x90-ww_en_awr%2526dclid%253DCMfjzueMzZYDFQcy-wMdigQQ_Q%2526gad_source%253D7%2526gad_campaignid%253D23947540925
https://www.precedenceresearch.com/edge-ai-market
https://www.mckinsey.com/industries/semiconductors/our-insights/the-rise-of-edge-ai-in-automotive
https://www.sciencedirect.com/science/article/abs/pii/S2542660526001034
https://www.sciencedirect.com/science/article/abs/pii/S2542660526001034
https://www.sciencedirect.com/science/article/abs/pii/S2542660526001034
https://www.intel.com/content/www/us/en/content-details/867305/edge-ai-paving-the-way-for-intelligent-resilient-deployments-with-a-systems-mindset.html
https://www.intel.com/content/www/us/en/content-details/867305/edge-ai-paving-the-way-for-intelligent-resilient-deployments-with-a-systems-mindset.html
https://www.intel.com/content/www/us/en/content-details/867305/edge-ai-paving-the-way-for-intelligent-resilient-deployments-with-a-systems-mindset.html
https://shostack.org/books/threat-modeling-book-2nd-edition
https://www.exein.io/blog/threat-modeling-physical-ai
https://www.sciencedirect.com/science/article/abs/pii/S2542660526001034
https://www.sciencedirect.com/science/article/abs/pii/S2542660526001034
https://www.sciencedirect.com/science/article/abs/pii/S2542660526001034
https://github.com/Thinklab-SJTU/Awesome-LLM4AD
https://github.com/azaro-infra
https://github.com/mistralai
https://github.com/NVIDIA/NemoClaw
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